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A B S T R A C T   

This paper presents a human verification scheme in two independent stages to overcome the vulnerabilities of 
attacks and to enhance security. At the first stage, a hand image-based CAPTCHA (HandCAPTCHA) is tested to 
avert automated bot-attacks on the subsequent biometric stage. In the next stage, finger biometric verification of 
a legitimate user is performed with presentation attack detection (PAD) using the real hand images of the person 
who has passed a random HandCAPTCHA challenge. The electronic screen-based PAD is tested using image 
quality metrics. After this spoofing detection, geometric features are extracted from the four fingers (excluding 
the thumb) of real users. A modified forward–backward (M-FoBa) algorithm is devised to select relevant features 
for biometric authentication. The experiments are performed on the Boğaziçi University (BU) and the IIT-Delhi 
(IITD) hand databases using the k-nearest neighbor and random forest classifiers. The average accuracy of the 
correct HandCAPTCHA solution is 98.5%, and the false accept rate of a bot is 1.23%. The PAD is tested on 255 
subjects of BU, and the best average error is 0%. The finger biometric identification accuracy of 98% and an 
equal error rate (EER) of 6.5% have been achieved for 500 subjects of the BU. For 200 subjects of the IITD, 99.5% 
identification accuracy, and 5.18% EER are obtained.   

1. Introduction 

Human interaction over social networks is proliferating nowadays to 
a more considerable extent (Madisetty & Desarkar, 2018). Individual 
authentication for social networking requires immense attention to 
thwart automated bot attacks such as spam detection in Twitter (Sedhai 
& Sun, 2017) and other social networks. Popular social networking sites 
(e.g., Facebook, etc.) use a Completely Automated Public Turing Test to Tell 
Computers and Humans Apart (CAPTCHA) to avert automated bots 
(Torky et al., 2016). Unauthorized malicious bots (e.g., Mirai, Zbot, etc.) 
may create a fraudulent individuality for identity theft through these 
networking services. As a solution, an intelligent biometric system plays 
a vital role in enhancing security measures of social interaction (Sultana 
et al., 2017). Biometrics is inevitably used for secure individualization in 
real-time and internet-based services. Simultaneously, the vulnerabil
ities of various access control systems are growing extensively. The 
Internet Security Threat Reports (ISTR, Symantec 2018 and Symantec 
2019) on different intelligent threats, mentioned in Table 1, reflect that 

security aspects must be enhanced globally. The CAPTCHA tackles such 
threats by discriminating between human and automated programs 
(Cheng et al., 2019; Gao et al., 2019; Belk et al., 2015; Zi et al., 2020). A 
robust CAPTCHA design algorithm (CDA) can endow improved security, 
which is intractable to bots. The difference between the recognition 
ability of humans and machines defines the degree of confidence 
regarding security, i.e., the recognition gap between the human and 
machine. A CAPTCHA should be amply arbitrary and distorted so that 
bots cannot undermine it effortlessly (Datta et al., 2009), while it should 
be futile on human perception. 

Among several physiological traits, hand geometry is deployed for 
automatic identity verification based on different types of geometric and 
shape-based features (Dutağaci et al., 2008; Bera et al., 2014). The hand 
anatomy indicates that common geometric features are the lengths and 
widths of fingers, palm features, etc. Alternatively, the moment in
variants (Baena et al., 2013), Fourier descriptors (FDs) (Kang & Wu, 
2014), wavelet transform (Sharma et al., 2015), and scale-invariant 
feature transform (SIFT) (Charfi et al., 2014) represent shape-based 
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features. Geometrical attributes are more easily to measure than 
silhouette based features. A combination of geometric and shape-based 
features can render good accuracy (Baena et al., 2013). Recently, deep 
learning-based features are computed from hand images in (Afifi, 2019). 
Besides feature extraction, relevant feature selection is pertinent to 
optimize feature space and improve the accuracy (Bera & Bhattacharjee, 
2020; Kumar & Zhang, 2005; Reillo et al., 2000). 

Nevertheless, the human face, fingerprint, iris, hand, and others are 
jeopardized by presentation (a.k.a. spoofing) attacks through printed 
photos, electronic screen display, etc. (Farmanbar & Toygar, 2017; 
Korshunov & Marcel, 2017; Nogueira et al., 2016; Tolosana et al., 2019). 
The hardware (at sensor module) and software (bypassing feature 
extraction, and other modules of a biometric system) based attacks (e.g., 
hill climbing attack) on biometrics have been addressed in (Uludag & 
Jain, 2004). Corresponding counter-measurements are explored using 
modern sensor technologies (hardware-based) and additional informa
tion processing (software-based) strategies. The image quality metrics 
(IQm) are beneficial for presentation attack detection (PAD) (Galbally 
et al., 2014). 

It is averred that CAPTCHA and biometrics both are independently 
vulnerable to attack. Though biometrics can recognize a lawful person, 
it cannot distinguish whether a claimer is a human or a bot. Also, bio
metrics is susceptible to a spoofing attack for which a PAD method is 
essential for designing a secure CDA (Uzun et al., 2018). As a possible 
solution, we design a two-stage human verification process that judi
ciously conflates the computational intelligence of CAPTCHA and 

biometrics to thwart different attacks. It should be noted that spoofing 
detection and finger biometric verification (FBV) are considered here as 
a single stage for simplicity. The sequence of two stages, i.e., CAPTCHA, 
is followed by biometrics with PAD, which is significant because the 
earliest aim is to hinder the bots and ensure that any bot does not forge 
biometrics. These two different tools work together complementarily to 
alleviate intrinsic limitations to determine the bot and intruder. A PAD 
method detects and allows the real samples of the trait for authentica
tion. The independent nature of both stages may not alter overall ac
curacy even if the stages are interchanged. However, the challenges of 
detecting a bot for biometric verification remain open if the biometrics is 
tested first. This proposed two-fold system is conceptualized in Fig. 1. 

In our earlier conference paper (Bera et al., 2018), a simple two-stage 
human verification process has been proposed that leverages both the 
benefits of CAPTCHA and biometrics to enhance the security, and it 
showcases some elementary results. In this proposed work, a novel 
method for spoofing attack detection using quality metrics is newly 
introduced at Level-2 (which was not described in (Bera et al., 2018)) to 
strengthen the security of the system by allowing only legitimate users. 
We propose a new feature selection method that aims at optimizing the 
number of features required and minimizing the computation time for 
online-based verification. Such an algorithm optimizes feature subset 
cardinality by selecting salient global and local features of four fingers to 
achieve better performances on two publicly available databases, 
namely, the BU (Yörük et al., 2006) and IIT-Delhi (IITD) (Kumar, 2008). 
The overall verification process requires a shorter computation time 
(<16 s), which is essential for online verification. We have conducted 
extensive new experiments such as image quality assessment using IQm, 
permutation importance of each selected feature using random forest 
(RF) classifier, human verification with a disjoint population, etc. The 
HandCAPTCHA algorithm at Level-1demonstrates the security benefits 
over several attack schemes, which is a crucial objective of a CDA. In- 
depth analyses of algorithmic superiority to futile machine recogniz
ability compared to the existing approaches regarding the false accept 
rate (FAR), probability estimation of attack, computation time, design 
parameters, and others are remarkable. Level-1 is presented with a new 
mathematical explanation to exhibit the strength of the proposed algo
rithm. Overall, comprehensive experimental results at each stage 
demonstrate the novelty of the proposed approach. The motivation of 
developing such a two-fold verification method within a shorter time- 

Table 1 
Some related information about ISTR, collected and provided by Symantec, of
fers an essential network for global cybersecurity data collection. The data 
mentioned in ISTR (vol. 22, 2017; vol. 23, 2018; vol. 24, 2019) (ISTR, Symantec 
(2019), and ISTR, Symantec (2018)) are based on the U.S. and other countries.  

Information type Year-wise report 

a) email found to be spam (%) 53.4 (2016), 54.6 (2017), and 55(2018) 
b) Data breaches due to phishing, 

spoofing, or social engineering 
21.8% (2015) and 15.8% (2016). The U.S. 
was affected mostly in 2016. Phishing level 
increased from 1 in 2995 emails (2017), to 1 
in 3207 emails (2018) 

c) Data breaches (identities stolen) More than 7.1 billion online identities have 
been exposed in the last eight years 

d) Attacks against IoT devices Total 57,691 (2017), and 57553(2018)  

Fig. 1. The proposed two-stage verification scheme. Level-1 performs HandCAPTCHA verification. Level-2 performs finger biometric recognition with spoofing 
attack detection. The left side represents the designer’s aspects, and the right side represents the user’s aspects. The real hands of the BU dataset are used for 
IHCAPTCHA generation, anti-spoofing, and biometric authentication. The two-levels are computationally independent regarding the preprocessing of various images. 
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period to strengthen the security of various applications (such as 
internet of things (IoT), antispoofing, etc.) and utilizing both CAPTCHA 
and biometric modules complementarily is innovative in this research 
direction. 

As a summary, the proposed HCA generates an image-based 
CAPTCHA, namely, IHCAPTCHA. Level-1 determines whether a human 
or bot solves an IHCAPTCHA. If the responder is a human, then Level-2 
recognizes the real hand of a person who claims to be a valid identity 
using geometric features of the four fingers, except the thumb. Level-1 is 
presented with a new experimental setup emphasizing usability study 
with wider variations in design parameters, and the significant security 
aspects are analyzed rigorously. Level-2 presents a PAD scheme using 
IQm and then a modified forward–backward (M-FoBa) feature selection 
method for FBV. 

The left- and right-hand images of the BU dataset are considered as 
the real hands in our gallery for HCA. For biometric verification, the left- 
hand images of BU and IITD are tested. Alternatively, the right-hand 
images or both types of hands images be used for experiments. A 
random subset of the BU dataset is used to generate fake hand artifacts 
for electronic screen-based spoofing-attack simulation, as followed in 
(Raghavendra & Busch, 2015). The dual purpose of reusing the same 
hand images of BU in both levels is not mandatory, and other datasets 
can be used at each level. It means that the datasets can be utilized 
independently for each verification task. A person who solves an 
IHCAPTCHA correctly is permitted for PAD and FBV at Level-2. This model 
offers two-levels of stringent security by circumventing unauthorized 
access through automated attacks compared to a single level. The main 
contributions of this paper are:  

a) An electronic screen display based spoofing attack detection method 
using image quality metrics is presented. This anti-spoofing method 
allows only real hand images for finger biometric authentication by 
outwitting fake images. For experiments, a fake hand dataset is 
created using the original hand images of the BU dataset.  

b) We propose a new feature selection method that aims at optimizing 
the number of features required and minimizing the computation 
time for online-based verification. The M-FoBa algorithm selects a 
combination of discriminative features from four fingers, except the 
thumb. Comprehensive experiments are conducted on two publicly 
available BU and IITD hand datasets.  

c) The HandCAPTCHA algorithm demonstrates the security benefits 
over several attack schemes, which is our primary objective. In-depth 
analyses of algorithmic superiority to futile automated attacks 
regarding the false accept rate, probability estimation of attack, 
computation time, and others are described rigorously.  

d) The utility of fundamentally two different recognition methods is 
conflated systematically, enhancing the security level and robustness 
of the system within a shorter period. Overall, this new model can 
restrain a bot and permit a human claimant whose actual finger 
geometry determines whether he/she is a genuine or fraud. 

The rest of this paper is organized as follows. Section 2 describes 
related works on image-recognition CAPTCHA (IRC) and hand bio
metrics. Section 3 presents CDA and analysis of various automated at
tacks. The assessment of image qualities with IQm is addressed in Section 
4. Finger geometry with feature selection is briefed in Section 5. The 
experiments for verification stages are discussed in Section 6. The 
conclusion is drawn in Section 7. A list of frequently used abbreviations 
and symbols are defined in Table 2. 

2. Related work 

2.1. Study on Image-based CAPTCHA 

Various CDAs have been formulated based on text, image, audio, 
video, cognitive, etc. The IRC is independent of native language 

(reading/writing), and also a suitable alternative than text-recognition 
CAPTCHA due to its robustness (Tang et al., 2018). A study on IRC is 
briefed in Table 3, and the numbers of images in respective CDAs are 
given within parenthesis in column 3. 

The human faces are used in faceCAPTCHA (Goswami et al., 2012) 
and faceDCAPTCHA (Goswami et al., 2014). Though, the face as a 
biometric trait and security analyses are not explored in those works. 
The robustness of faceCAPTCHA is presented in (Gao et al., 2015). 
Plausible attacks using face detection and recognition are tested. It is 
reported that rotation and blending have a significant impact on 
extracting the face region, and hence, time-consuming. An average 48% 
of success has been achieved for attacking faceDCAPTCHA within 6.2 s. 
Also, deep learning tools play a significant role in the robustness study of 
CDA (Tang et al., 2018). Deep learning-based IRC, namely, Deep
CAPTCHA, is robust against various attacks with a tolerable limit of 
1.5% FAR (Osadchy et al., 2017). A real-time CDA is presented to defend 
spoofing attacks (Uzun et al., 2018). Necklace CAPTCHA is another IRC 
for securing social networks (Torky et al., 2016). Multibiometric traits 
(face, fingerprint, and eyes) are useful to improve the security of CDA 
(Powell et al., 2016). An IRC based on hand images, namely, HCA, is 
presented in this work. 

Table 2 
List of frequently used abbreviations and symbols.  

Name Abbreviation Name Symbol 

Average error rate AER Candidate distortion 
of type k (size/ 
rotation/ 
translation) 

δk (δsize/ 
δrotation/ 
δtranslation) 

Completely Automated 
Public Turing Test to 
Tell Computers and 
Humans Apart 

CAPTCHA Image of type k 
(real/fake/spoofed/ 
background) 

Ik (IG /IF / 
ISP) 

An image database 
of type k (real/fake/ 
background) 

Dk (DR / 
DF/ DB) 

CAPTCHA design 
algorithm 

CDA HandCAPTCHA 
image 

IHCAPTCHA 

Equal error rate EER Entropy H(*) 
False accept rate FAR Feature of type k 

(global/local) 
fk (fg/fl) 

False reject rate FRR Probability of 
human and machine 
recognizability 

pH(Q) and 
pM(Q) 

Finger biometric 
verification 

FBV out-of-bag error and 
cross-validation 
error 

EOOB and 
ECV 

Forward-Backward FoBa Dimension of 
IHCAPTCHA 

SHC 

Hand image-based 
CAPTCHA 

HandCAPTCHA Pearson correlation 
coefficient 

η 

HandCAPTCHA 
algorithm 

HCA Set of {Index, 
Middle, Ring, Little} 
fingers 

ψ 

Independent component 
analysis 

ICA The input feature set 
and optimal feature 
subset 

F and FOpt 

Image quality metric IQm Probability of an 
event k (total 
probability) 

pk (pT) 

Image-recognition 
CAPTCHA 

IRC Object segmentation 
complexity 

O(Ś) 

Modified 
forward–backward 

M-FoBa Standard deviation σ  

Out-of-bag error OOB Recognisability gap Δ  
Presentation attack 

detection 
PAD Shape-objects of 

type k (circle/ 
rectangle/star) 

τk (τC/τR/ 
τS) 

Receiver operating 
characteristic 

ROC Permutation 
importance 

P   
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2.2. Study on spoofing detection using hand biometrics 

Multimodal biometric traits are useful measures against attacks 
(Uludag& Jain, 2004). The spoofing attacks using the face, iris, and 
fingerprint are tested (Chingovska et al., 2014). The IQM has been tested 
using the face, iris, and fingerprint samples for PAD in (Galbally et al., 
2014). Also, IQMs are computed for spoofing detection using the face 
and palmprint images in (Farmanbar & Toygar, 2017). Spoofing attacks 
on hand geometry have been briefed with two different methods (Chen 
et al., 2005). First, a fake plaster hand of a valid user is made, presented 
to the sensor of a deployed system. Second, the handshape of a legiti
mate user is printed out in a hard copy (i.e., print attack) and presented 
to the sensor for verification. Bartuzi and Trokielewicz (2018) have 
proposed a spoofing attack detection method using the thermal and 
color hand images. Inspired with these methods, we have explored PAD 
using IQM on hand biometrics in this paper. 

2.3. Study on hand biometrics with feature selection 

Feature selection is crucial for the performance enhancement of a 
biometric system. A summary of hand biometric approaches with 
feature selection is presented in Table 4. Also, the methods tested on the 
BU database are studied as the same dataset is tested in this proposal. A 
verification system using the SIFT features is described in (Charfi et al., 
2014). The SIFT is attractive due to its invariance properties of rotation, 
scaling, and others. Hand-shape matching using the modified Hausdorff 
distance and independent component analysis (ICA) is described in 
(Yörük et al., 2006). The ICA is applied to extract shape information 
from normalized binary hand contour. Based on ICA, a similar work is 

presented in (El-Sallam et al., 2011). Also, hand biometric methods 
developed at various levels of fusion are studied (Bera et al., 2015). A 
score-level fusion with four fingers is developed using cumulative 
angular function based FDs, computed from finger contour and finger 
area (Kang & Wu, 2014). Feature selection using the genetic algorithm 
on the IITD dataset is described in (Baena et al., 2013). Recently, four 
finger-based authentications using forward–backward feature selection 
on the BU dataset is presented (Bera & Bhattacharjee, 2020). It is 
inferred that geometric features are attractive due to small template size 
and less computational time, essential for online verification. Thus, we 
have employed finger geometric features in this work regarding 
computational time. 

3. HandCAPTCHA design and security analysis 

The HCA design parameters are irreproducible and highly random, i. 
e., once these parametric values are generated, it is harder to replicate 
the algorithmic operations with the same values. So, each IHCAPTCHA is 
independent and dynamic. The random design parameters reduce 
pM(Q). The security facets are analyzed in depth against the adversary 
attacks. The HCA follows successive distortions using a random com
bination of a background image (IB), two real (IG), and the utmost seven 
fake (IF) hand images to create an IHCAPTCHA. 

IHCAPTCHA←HandCAPTCHA
(

R
{

IB ∪
{

Ii
G

}2
i=1 ∪

{
Ij

F
}7

j=1

})
(1) 

Let Q denote the correct positions of two real hand image (IG) out of 
nine unique locations Q={q1,q2∈ℕ | 1⩽ℕ⩽9}. Permutation of 9P2 pro
vides 72 possibilities that Q may choose one at a time. The human 

Table 3 
A Study on State-of-the-Art Image Recognition CAPTCHAs, Presenting about Usability and Security Analysis.  

Refs. CAPTCHA Description Design Specification (#no of imgs.) Accuracy 
(%) 

Time 
(s) 

Random 
GuessProbability (%) 

Torky et al. 
(2016) 

Necklace CAPTCHA: a graph of n vertices (order n) with cyclic 
left & right shift rotation 

Necklace puzzle (n = 3 to 6) produces an n- 
bit string of number, alphabet, and symbol 

97.26 24 22.56–31.25 

Bera et al. 
(2018) 

HandCAPTCHA: select two real hands from a complex 
background 

Distortions are applied on real (2) and fake 
(5–7) hands 

98.34 × 0.47–1.5 

Tang et al. 
(2018) 

Style Area CAPTCHA: neural style transfer technique. Relies on 
semantic information understanding and pixel-level 
segmentation 

Synthetic and style transferred regions 
(4–7) of random shapes (rectangle, leaf, 
etc.) 

93.1 9.73 4.88 × 10-3 

Osadchy et al. 
(2017) 

Deep Learning CAPTCHA: creating and adding immutable 
adversarial noise on the image 

Images (12) of natural objects, shapes, 
textures, etc. 

86.67 7.66 0.7 

Gao et al. 
(2016) 

Annulus CAPTCHA: count the number of the annulus in a 
complex background 

Distorted geometric annulus (1–8) 89 8.89 3.05 × 10-3 

Conti et al. 
(2015) 

CAPTCHaStar: recognize space by moving the cursor inside a 
drawable space containing stars 

Small white squares (star), placed in a 
squared black space to form a shape 

90.2 ≈27  0.09 

Datta et al. 
(2005) 

Imagination: two-round click-and-annotations A set of 8 random objects with annotation 95 × 6.2 × 10-5 

Goswami et al. 
(2014) 

Face detection CAPTCHA: mark human faces Distorted human faces (2–4) and fake faces 98.5 × 0.237  

Table 4 
A Study on the Hand (or Finger) Biometrics with Feature Selection Approaches.  

Refs. Feature definition and selection Feature selection approach Experimentation: database and results 

Baena et al. 
(2013) 

403 geometric and shape-based features 
(lengths, widths, rectangularity, moment 
invariants, FDs, etc.) are defined. No. of selected 
features: about 50 

A genetic algorithm is applied for feature selection, and 
mutual information determines the correlation between a 
pair of features, and to eliminate redundancy among 
features. 

Databases: GPDS (144 subj.), IITD (137 
subj.), and CASIA (100 subj.). 
Identification: about 97% with the latter two 
databases using GA-LDA. EER: 4 to 5%. 

Bera and 
Bhattacharjee 
(2020) 

30 geometric features per finger (area, solidity, 
extent, widths, distances from the centroid, etc.) 
are computed. No. of selected features per 
finger: 12 

The rank-based forward–backward method determines 
feature relevance. Firstly, forward selection, and then 
backward elimination is followed. 

Database: BU (638 subjects). 
Identification: 96.56% with the four fingers 
of the right hand, using the random forest 
classifier. Equal Error Rate (EER): 7.8%. 

Kumar and Zhang 
(2005) 

Twenty-three geometric features (lengths & 
widths of palm, and fingers, perimeter, etc.) are 
extracted. No. of selected features: 15 

Pearson correlation reduces the number of features with 
maintaining similar results. 

Database: 100 subjects. 
Identification: 87.8% using the logistic 
model tree classifier. 

Reillo et al. (2000) Thirty-one geometric features (heights and 
widths of fingers, inter-finger angles, etc.). No. 
of selected features: 25 

The class variability ratio determines the feature relevance 
using the inter-class variability and intra-class variability. 

Database: 20 persons. 
Classification: 97%, and approx. 10% EER 
using the Gaussian mixture model (GMM).  

A. Bera et al.                                                                                                                                                                                                                                    



Expert Systems With Applications 171 (2021) 114583

5

recognizability to identify Q is denoted by H(Q). The solution (S) of an 
IHCAPTCHA is defined as 

=

{
Correct (accept) if H(Q) = Q
Wrong (reject) otherwise (2) 

Let pH(Q) and pM(Q) signify the probabilities of a correct IHCAPTCHA 
solution by a human H, and an automated algorithm (machine) M, 
respectively. The recognizability gap (Δ) is 

Δ = pH(Q) − pM(Q) > 0. (3) 

The objective is to maximizeΔ by maintaining pH(Q) and reducing 
pM(Q) using HCA with randomized operations to evade machine 
recognition probability. 

maximize Δ
pH(Q) > pM(Q)

s. t. random (HandCAPTCHA)→IHCAPTCHA (4) 

The randomness of a variable is measured regarding the entropy H of 
a discrete random variable V, is given by 

H(V) = −
∑

v∈V
p(v).logp(v) (5) 

The conditional entropy of a pair of the discrete random variable (U, 
V) is defined as 

H(U|V) = −
∑

v∈V

∑

u∈U
p(u, v).logp(u|v) (6) 

For maintaining pH(Q), the randomness (entropy) of intra-class IG 
should be small. Contrarily, the entropy of inter-class IF should be large. 
As human perception is more resilient to distortion. Therefore, com
posite distortion with adversarial noise is applied to obfuscate the vision 
of the machine than human.  

Algorithm 1: HandCAPTCHA generation 

Input: Number of genuine hand images (nG), the number of fake hand images (nF), 
number of shapes (Nshape); Databases: DB, DG, and DF 

Output: HandCAPTCHA image IHCAPTCHA 
1. ℓIB ←ℓ(DB)

2. LShape ← { τC (NShape(xi, yj)), τR (NShape(xi, yj)), τS (NShape(xi, yj)) | (NShape(xi, yj)) ∊ SHC} 

3. ĹShape ← {τRGB (LShape), τopacity (LShape)} 

4. ĪB ← δnoise(δmorph(δoverlay(IB, ĹShape))) 

5. IBG ← ĪB 
6.tIG ←l (DG)

7. for i = 1 to nG 

8. I(i)G ←δtranslation

(
δrotation

(
δsize

(
Iit,G

)))

(continued on next column)  

(continued ) 

Algorithm 1: HandCAPTCHA generation 

9. IB←δoverlay

(

IB , I
(i)
G

)

10. end 
11. for j = 1 to nF 
12. uIF ←l (DF)

13. I(j)F ←δtranslation

(
δrotation

(
δsize

(
Iju,F

)))

14. IB←δoverlay

(

IB , I
(j)
F

)

15. end 
16. IHCAPTCHA ←δα-blend (̄IB, IBG) 

17. IHCAPTCHA ←δγ-correction (IHCAPTCHA) 
18. return IHCAPTCHA  

Major cues to solve IHCAPTCHA correctly at the user level 
a) Hand size and shape. b) Hand gadgets (like a ring, wristwatch, bracelets, sleeves, 

etc.). c) Special identification marks like tattoos. d) Major palm lines. e) Inter-finger 
spacing status. f) Skin color. g) Male/Female. h) Similar background. i) 
Dissimilarities with the fake hand images by human perception.  

3.1. HandCAPTCHA algorithm (HCA) design 

Three different image sets, namely, the background (DB), genuine 
hand (DG), and fake hand (DF) databases, are used in HCA. First, a 
background image (IB) is processed with random distortions. Then, 
consecutive steps are followed to process IG and IF, overlaid on the 
background at random spatial locations (Fig. 2). The step number of 
Algorithm-1 is mentioned accordingly for easier readability. In HCA 
(Algorithm-1), a composite distortion is applied, and three more IF are 
included to improve robustness against guessing attack compared to 
(Goswami et al., 2014, 2012). The α-blending and γ-correction are 
varied to enhance the intensity and generate a challenging IHCAPTCHA, 
shown in Fig. 3. 

3.1.1. Background image preprocessing 
The dimension (SHC) of IHCAPTCHA regarding width (X) and height (Y) 

is 460 × 460 pixels. It is permissible to configure at a scalable extent 
according to a deployable device. The dimension of IB is also 460 × 460 
pixels. NB denotes the cardinality of the background image set. Every IB 
is assigned to an unambiguous label. A random label-index (l ) is 
generated to select a labeled background image IB from DB (step 1 of 
Algorithm-1). 

ℓIB ←ℓ(DB)where ℓ ∈ NB (7) 

Fig. 2. Key steps of the HandCAPTCHA algorithm.  
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Three subsets of the total 300 random shapes with the initial pixel 
positions (xi,yj) are selected in step 2. The Nshape numbers of different 
shape-objects, mainly, circle (τC), rectangle (τR), and star (τS) with 
variable dimensions up to a maximum of 30-pixels are chosen arbi
trarily. For each shape, 100 objects are considered. These Nshape(xi,yj) 
positions should lie within SHC. These positions are unique for any 
particular form (intra-shape) and almost unique in different ways (inter- 
shape). Though, the least numbers of pixel overlapping (i.e., one shape 
may be partially superimposed on another shape) between two types 
may be tolerable to avoid complexity. The objects are added to resist 
against segmentation-attack, i.e., the segmentation of the hands cannot be 
easily possible from a noisy background using some filters. The RGB 
color (τRGB) and opacity (τopacity) of each shape are arbitrarily selected in 
step 3. Now, IB is undergone with different distortions. A candidate 
distortion (δ) to perform a specific operation (d) on an image, I, is 
denoted by δd(I). A particular sequence of successive deformations de
fines a composite distortion, where, the innermost δd1 and outermost 
δdn denote the first and last distortion, respectively. 

δcomposite←δdn(δdn− 1(⋯δd1(I)⋯ ) ) (8) 

The geometric transformations (translation, rotation, and scaling), 
noise, intensity correction, morphing, and blending are considered for 
image deformations in HCA. The shapes with various parametric values 
are overlaid on IB at arbitrary positions. The morphological opening is 
applied using a disk with a variable radius (5–10 units), and the salt and 
pepper noise with a varying density (0.02–0.05) is added. A cluttered 
background (̄IB) obtained in step 4 is used for further processing, and ̄IB is 
stored as an image IBG (step 5). 

3.1.2. Genuine and fake hand image preprocessing 
The dataset DG is enhanced with 500 individual classes, and every 

class contains two IG (nG = 2) images. A class-label (tIG ) is chosen 
randomly (step 6), and two IG are selected from that class. Likewise, DF 
contains 400 unique fake images and each image is indexed singly with a 
class-label uIF (step 12). According to specification, nF number 
(5≤ nF ≤7) of random IF is selected. The nF is varied for additional 
randomness to minimize pM(Q). The dimension of every IG is variable, 
and it is limited to a maximum of 150 × 150 pixels. Variation in 
dimension mainly, scaling of images, is an effective affine trans
formation method against pixel-by-pixel attacks. The hand images are 
rotated with a random angle (±θ) in either direction. The actual hand 
area in IG is segmented from background according to intensity variation 
at the boundary. For this intent, the region of interest (ROI) is selected, 
and the remnant background is neglected. Any background pixel that 
exists outside ROI is set to the same intensity as that pixel of ̄IB. After ROI 
selection, IG has undergone different distortions that are also applied to 
each IF. Three transformation methods, namely, size (δsize), rotation 

(δrotation), and translation (δtranslation), are defined through a composite 
distortion that is applied to IG (step 8) and IF (step 13). The composite 
distortion is defined as 

I(i)S ←δtranslation

(
δrotation

(
δsize

(
Ii

q,S

)))
(9)  

where,Ii
q,S represents the ith image, either real (i.e., two IG of the same 

hand of a person) or fake (any type of left/right IF sample) hand S whose 
label-index is q, i.e., IS = IG or IS = IF; and ĪS=ĪG or ĪS=ĪF. The space 
between any two ĪS is maintained to evade overlapping during trans
lation. It is also ensured that the location of any ̄IS should not exceed the 
dimension of IB during mapping for exact positioning. It maintains the 
minimum spacing condition regarding pixels between any two images 
and a boundary area. The SHC is logically divided into 3 × 3 blocks, and 
each block is assigned with a numeric label vertically, according to 
column-major order. The distorted real (step 9) and fake (step 14) hand 
images are translated and superimposed on the blocks, one image at any 
single block as the foreground on ̄IB. The operations above are followed 
for each hand image. 

3.1.3. Blending and correction 
The α-blending is applied with a variable opacity to generate 

IHCAPTCHA (step 16). The value of α has been varied from 0.1 to 0.8. In 
most of the cases, α = 0.25 to 0.50 produce a good result. It is observed 
that α with a higher value creates visualization error in some cases. 
Thus, α = 0.25 is chosen. Finally, γ- correction is applied to maintain the 
luminance of IHCAPTCHA (step 17). Luminance variation is a good factor 
for human recognizability pH(Q). After several trial tests, the value of γ 
has been selected and varied from 1.5 to 2.5. It is observed that γ = 2.5 
can produce acceptable brighter images for most of the darker back
ground. For an IHCAPTCHA with adequate brightness, γ = 1.5 is applied. 
Lastly, a challenging IHCAPTCHA is generated (step 18). The time 
complexity of Algorithm-1 is O(X × Y), and it depends on the dimension 
of IHCAPTCHA. 

3.1.4. HandCAPTCHA verification method 
When solving IHCAPTCHA, a user has to determine the positions of two 

IG of the same person. It can be solved by looking up those two 
semantically similar hands by specifying its locations (according to the 
assigned labels in 3 × 3 blocks) in a given text field of a graphical user 
interface (GUI) based application containing IHCAPTCHA. A text input 
field is used (like a text- CAPTCHA solving scenario) as an interface to 
collect the solution from a claimant for simplicity. In the click-based 
method, similar hands can be located irrespective of the block- 
indexing method. So, any random indexing method can be used. The 
valid clickable area regarding pixels on each IHCAPTCHA is random 
(explained in Sec 3.2.1). 

3.2. Security analysis of HandCAPTCHA 

The locations of real hands in the grid and internal pixels of the ROI 
are computationally independent and dynamic. It connotes that each 
IHCAPTCHA is independent of others to satisfy (4). Thus, a guessing attack 
is also independent. 

Object segmentation: According to CaRP (Captcha as gRaphical 
Passwords) (Zhu et al., 2014), the complexity (O) of object segmentation 
(Ś) from an image is exponentially dependent on the number of objects 
(N) and polynomially dependent on the dimension (D) of N objects. The 
complexity can be defined as O(Ś)=ßN.P(D), where the parameter 
ßgreater than1, and P(D) is a polynomial function. In HCA, the utmost 
nine hands can be included and segmented (ignoring the shape artifacts 
used for segmentation-resistant). So, the complexity is O(ŚHCAPTCHA)=
ß9.P(D). In faceDCAPTCHA, at most, six faces can be segmented. Thus, 
the complexity is O(ŚfaceDCAPTCHA)=ß6.P(D). It can be inferred that HCA 
is ß9.P(D)/ß6.P(D)=ß3 times harder than faceDCAPTCHA. Hand 

Fig. 3. Sample IHCAPTCHA image.  
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segmentation from an IHCAPTCHA can be interpreted as computationally 
expensive. However, there is an inevitable trade-off between the number 
and dimension of the objects used in the algorithm. It is tested that 
random addition of different shaped objects and noise toughen to 
segment the contours of real hands using a well-known filter, such as a 
median filter. These shapes create difficulties for edge detectors to 
extract contour for bot attacks and reduces pM(Q). 

False accept rate (FAR): As an evaluation metric of HCA, the false 
accept rate (FARHC) represents the probability that a bot can solve an 
IHCAPTCHA, and the false reject rate denotes the probability that a human 
fails to answer it. A theoretical bound of permissible 1.5% FAR is defined 
(Osadchy et al., 2017). It depends on the number of possible answers nT 
(here, nT is a total number of hands in IHCAPTCHA), and the number of a 
successful solution of q challenges by a bot is FAR= (1/nT)

q. To maintain 
the trade-off between security and usability, nT = 8 and q = 2 have been 
tested that results in 1.5625% FAR. In HCA, at most nT = 9 has been 
considered with q = 2. FARHC of our method is 1.2345%, which lies 
within the limit of 1.5%. Thus, HCA achieves better FARHC and more 
challenging object segmentation complexity over the existing state-of- 
the-art IRC. 

3.2.1. Automated online guessing attacks 
Mainly, the trial method is used to undermine the strength of un

derlying HCA in an automated online guessing attack. Guessing the 
clickable pixels in one IHCAPTCHA is independent of another as internal 
object points are computationally independent. In this attack, the 
assumption is that an IHCAPTCHA is used for learning about valid inner 
pixels, which is used in testing by random guess for click-attack. The 
hardness is to decide whether a learning IHCAPTCHA is semantically 
similar to the testable one to a more significant extent to provide a 
correct solution. The success of this attack model depends on the 
following: 

i) Assumption-1: Database DG is accessible to the attacker. The 
probability of guessing the same hand-type either left or right of a 
subject from the total number of classes (NG = 500) is pG = 1/(2 × NG) =
1/1000 = 1 × 10-3 

ii) Assumption-2: The dimensions of genuine hands in the learned 
IHCAPTCHA are more significant or the same in the testing IHCAPTCHA so 
that an attacker has full knowledge about the entire set of valid pixels of 
interest. It is assumed that in the learning IHCAPTCHA, the dimensions of 
ĪG are possibly maximum with 150 × 150 pixels. Alternatively, in testing 
IHCAPTCHA, aspects of ĪG are minimum 100 × 100 pixels, which can 
maximize the success of a machine learning technique. The maximum 
difference between the dimensions is 51 pixels, including the end pixels. 
The probability of similarity between the dimensions (δsize) of two real 
hands is pS =(1/δsize)

2
= (1/51 × 1/51)2 = 1.48 × 10− 7 

iii) Assumption-3: During testing, genuine hands are overlaid in the 
same grid indices as in the learned IHCAPTCHA. The probability is pL = 1/ 
permutation (9, 2) = 1/72 = 0.01388 

Thus, the total probability is pT = pG × pS × pL = 2.054 × 10-12 

Now, if it is pessimistically anticipated that only 10% of pixels are 
adequate using a machine learning method for Assumption-2, then, pS =

1.48 × 10-3, and pT = 2.054 × 10-8. According to assumptions, the 
search space of pixels is 103×(51 × 51)2 × 72. Consider a high-speed 
system which requires only 1 ns to test a pixel, the searching time for 
the entire pixel-set is about 8.1 min (Note: it takes 2 min for an internet 
of things (IoT) device to be attacked (ISTR, 2017), which is considerably 
larger than any real CAPTCHA verification session expiry. It implies the 
aptness of (4) to thwart pM(Q). Most of the available works on IRC re
ported that the time should be shorter than the 60 s. In our two-fold 
system, the total time required is lesser than the 16 s. (Sec. 6.3.3). 
Hence, if the response time is more than the 30 s, it can be decided that 
the claimant is a botnet. Thus, after a time-limit threshold, a new session 
may appear again for verification. 

3.2.2. Deep learning attack 
Recent attack schemes on IRC using deep learning techniques suc

cessfully achieve satisfactory accuracy (Sivakorn et al., 2016). Alqahtani 
& Alsulaiman (2020) have proposed an attack method using Imagga 
automated tagging tool (Imagga, 2019). It uses the WordNet-based Se
mantic Similarity API to compute the semantic similarity between the 
tags of sample and candidate images to break a CAPTCHA. In their 
attack scenario, an IRC challenge consists of different types of objects for 
tagging, which is useful for a deep learning method to identify the query 
objects, such as in reCAPTCHA. However, in HandCAPTCHA, only one 
type of object (i.e., hand) is used; thus, tagging specific object class may 
not be an effective solution (Fig. 4.c.). Instead, our system requires ob
ject detection (i.e., real hand) within a specific region. In this case, the 
distorted real hand detection within a given bounding box can be suf
ficient to break the system. 

We have tested with a few HandCAPTCHA samples to observe the 
performance of automated object detection using the Google Cloud’s 
Vision AI (Google Cloud Vision AI), shown in Fig. 4.b. The accuracy of 
such automated detection is encouraging to be explored for further 
research. In this example, it reduces the search space of hand detection 
from 9 objects to 6 and thereby increases the probability of attack (e.g., 
1/72 to 1/30) using such a tool. However, in this example, the auto
mated tool fails to detect another real hand due to algorithmic distor
tions. Therefore, the solution is ineffective in breaking the IHCAPTCHA 
using an intelligent tool. The probability of attack can be minimized 
with sound distortions such that object detection and segmentation 
should not be easily possible. This is a significant vulnerability of any 
IRC model. However, to guard against such an attack, human authen
tication (Level 2) can be a beneficial solution. Also, a time-constraint can 
be imposed to limit such simulated attempts for an attack. 

3.2.3. Relay attacks 
Relay-attacks, also known as ‘sweatshop attacks,’ are very difficult to 

resist in CDAs. Crowdsourcing platforms like Amazon Mechanical Turk 
offers incentives to solve a CAPTCHA. Skillful conniving humans are 
being paid for solving thousands of CAPTCHAs at a low cost, such as $1 
(Zhu et al., 2014). Any standard protection method against relay attacks 
can be applied to HCA, such as mentioned in DeepCAPTCHA, which is 
based on relying on the client’s actual IP address with browsing infor
mation and timing information (e.g., time-limit threshold for a new 
session). However, there is still a vulnerability to protect relay-attack 
even it offers acceptable FARHC. Thus, the PAD and FBV at Level-2 
offer an optimistic solution to resist this attack. In a strict time- 
restricted environment, a licit user has to pass both phases to defend 
the relay-attack. 

3.2.4. Probability estimation of random guessing attacks 
Probability estimation of random guess attacks is an essential factor 

for CDAs. Here, the rectangular and circular methods are described to 
calculate the probabilities. The size of IHCAPTCHA with X × Y pixels is 
denoted by SHC, and SG is the size of every real hand with m × n pixels. 
The probability of choosing randomly any one of the two IG by the user is  

p1 = 2 × SG/SHC = 2×(m × n)/(X × Y)                                           (10) 

The set of remaining pixels is determined as  

SU = SHC - SG = (X × Y- m × n)                                                   (11) 

The probability of choosing other genuine image is  

p2 = SG/SU = (m × n)/(X × Y- m × n)                                            (12) 

The estimated total probability by random guess is pS = p1 × p2. 
Now, altering the SG for a fixed SHC, a range of probabilities can be 
estimated. The probability of an attack will increase if SG increases. (see 
Fig. 6, in Sec. 6.1.3). Next, a circular method is followed as a tolerance 
concerning which a correct click of the user can be considered (Datta 
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et al., 2005). A responder can select around the center of a right hand, 
and a circular area is regarded as tolerance for selection. Radius (r) is 
varied to estimate the guessing probability. Let p3 be the probability of 
selecting anyone between the two ̄IG  

p3 = 2πr2/(X × Y)                                                                         (13) 

According to (11), for the other real hand, the probability is  

p4 = πr2/(X × Y- πr2)                                                                    (14) 

The total probability is computed as pR = p3 × p4. The r is varied to 
estimate pR. Theoretically, the relationship between a rectangular and 
circular area is r =

̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅
(m × n)/π

√
. 

4. Image quality metrics (IQm) 

The IQm is vital for the quality assessment of generic as well as 
biometric images. A set of 14 metrics, denoted with IQ14

m are computed in 
this work. In (Galbally et al., 2014), IQ25

m are tested, and 9 of those are 
computed here in the same manner, indexed with (a)-(i) in Table 5. We 
follow the “quality-difference” hypothesis by Galbally et al. (2014) to 
compute quality metrics such as SSIM, which requires only an input 
image to extract quality features and can be integrated with the actual 
feature extraction module. The edge strength similarity metric (Zhang 
et al., 2013) and wavelet-based IQm (Reenu et al., 2013) is indexed with 
(j) and (k), respectively. The remaining three metrics are proposed here. 
These are based on the gradient, entropy, and contour profiles, and are 
indexed with (l)-(n) in Table 5, respectively. These IQ14

m are defined 
regarding the real hand (IG), and its distorted image ( ÎG). Both of the 
images have the same dimension of X × Y pixels. A low-pass Gaussian 

kernel (σ = 0.5, and size 3 × 3) is used to degrade IG that produces ̂IG. 
The quality difference between IG and ÎGis computed using a defined 
metric as ΔIQm(IG, I

Ĝ
) = IQm(IG) − IQm(IĜ

). The proposed IQm (mini
mum disparity implies the highest similarity regarding the metric), 
denoted by (l)-(n) are defined next. The metrics are listed in Table 5. 

(l) Total Entropy Difference (TEnD): it merely computes the entropy 
(H) difference between IG and ̂IG images. 

TEnD
(

IG, Î G

)

=

⃒
⃒
⃒
⃒H(IG) − H

(

Î G

) ⃒
⃒
⃒
⃒

max
(

H(IG),H
(

Î G

)) (15) 

(m) Total Gradient Difference (TGD): the finger normalization (Sec
tion 5) follows an operation that is akin to computing the gradient image 
based on which TGD is defined. 

TGD
(

IG, Î G

)

=
1

MN
∑M

i=1

∑N

j=1

̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅
(

Gx − Ĝx

)2

+

(

Gy − Ĝy

)2
√

(16)  

where horizontal gradient Gx = 0.5× |(IG(i, j) − IG(i + 1, j)) |, and 
vertical gradient Gy = 0.5× |(IG(i, j) − IG(i, j + 1)) |; i = 1,….,M; j =

1,…., N are defined, and ΔG = (G2
x + G2

y)
0.5. 

(n) Total Left-side Finger Profile Difference (TFPD): the finger shape 
profiles are suitable as a quality metric. The details of extracting the 
finger profiles (FP) are described in (Bera et al., 2017). 

TFPD
(

IG, Î G

)

=
1

MN
∑M

i=1

∑N

j=1

̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅
(
FPx − FPy

)2
+
(

F̂Px − F̂Py

)2
√

(17)  

where FPx defines the left-side of finger profiles (LSFP) of IG using Gx, 
and FPy defines the LSFP of IG using Gy. A dataset for PAD has been 
created, based on which the aforementioned IQ14

m are computed. The 
details are given in Section 6.2. 

5. Hand image normalization and feature selection 

Image normalization is crucial for hand prototyping to reduce intra- 
class variations. The preprocessing and finger segmentation methods 
follow successive steps. First, the necessary steps are followed to extract 
binary hand contour in a pose-invariant manner with required rotation 
using an ellipse fitting method. Next, the finger profiles are extracted for 
segmenting the fingers based on the grayscale image transformation, 
subtraction, and xor operation. These operations result in the left-side of 
finger profiles (LSFP) and right-side of finger profiles (RSFP), respec
tively. A reference line is delineated to remove wrist irregularities. 
Lastly, the conflation of the matching LSFP and RSFP fragment renders a 
normalized finger that is separated from all other fingers. This finger 
isolation method is attractive due to its algorithmic simplicity. The 

Fig. 4. Sample outcome using deep learning/ machine learning API for automatic detection and tagging in HandCAPTCHA.  

Table 5 
Image Quality Metrics Specification (IQ14

m ).  

Property Quality Metrics 

Pixel Difference a) Mean Square Error (MSE), b) Peak Signal to Noise Ratio 
(PSNR), c) Average Difference (AD), d) Normalized Absolute 
Error (NAE), e) Structural Content (SC) 

Correlation f) Normalized Cross-Correlation (NCC) 
Structural 

Similarity 
g) Structural Similarity Index Measure (SSIM) 

Edge h) Total Corner (Harris detector) Difference (TCD), i) Total 
Edge (Sobel operator) Difference (TED) 

Edge-Strength 
Similarity 

j) Edge-Strength Similarity-Based Image Quality Metric 
(ESSIM) finds the similarity between the edge-strength maps, 
representing the anisotropic regularity and irregularity of the 
edge 

Wavelet k) WAvelet based SHarp features (WASH) is based on the 
sharpness and zero-crossings 

Gradient l) Total Gradient Difference (TGD) 
Entropy m) Total Entropy Difference (TEnD) 
Finger Profiles n)Total Left-side Finger Profile Difference (TFPD)  
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crucial steps of finger biometrics with feature selection are ideated in 
Fig. 5. 

5.1. Finger geometric feature Definition 

A few geometric features minimize the computation time and reduce 
the matching time of FBV. Altogether 26 features from each of the four 
fingers are computed, defined in Table 6. Mainly, the inaptness of the 
thumb finger precludes its inclusion for feature extraction (Kang & Wu, 
2014). The magnitudes of original features (fi) are in different ranges. It 
implies that a fi with high value can dominate another fj having a low 
value. It causes other features to be irrelevant during matching. So, the 
features are normalized to [0, 1] using the min–max rule 

fi,j =
(

fi,j − min( fi)
)/

(max( fi) − min( fi)) (18)  

where fi,j denotes the ith feature of the jth subject, max(fi), and min(fi) 
denote the maximum and minimum values of the ith feature, respec
tively, which are determined during training. The IQm is also normalized 
before the experiment using (18). 

5.2. Finger biometric feature selection 

Feature selection is a crucial task to optimize the cardinality of an 
input feature set F={f1, f2,…, fn } for improving identity matching per
formance. A feature can be classified mainly as relevant, irrelevant, and 
redundant (Guyon & Elisseeff, 2003), and specified in Table 7. A feature 
can be discriminative while assessed alone using a classifier, defined as 
independently relevant. The relevance at the feature-level is determined 
independently of other features. A rank (d ) is assigned to every fi, ac
cording to the order of independent relevance. According to relevance, F 
can be represented as 

F = {d 1, d 2, .., d n|φ( f1) ≥ φ( f2).. ≥ φ( fn), fi∈ F} (19) 

A feature fi is called conjointly relevant when the inclusion of fi in the 
subset S improves the classification accuracy. During forward selection, 
fi is included in S when its inclusion with existing S improves the ac
curacy at least ε, otherwise irrelevant. In backward elimination, if 
removal of fi from S decreases the accuracy, then fi is relevant, else 
irrelevant. A feature is called redundant if its inclusion or rejection is 
trivial and hence is rejected. A fi is selected as relevant if it is both 
independently and conjointly relevant. A fi is called conditionally rele
vant if its relevance exists only in conjunction with other features, 
otherwise irrelevant. The conditionally relevant feature can play a vital 
role when only relevant features may not provide satisfactory 

performance. A limitation of this feature is the dependency on selected 
features. Also, feature selection may cause an overfitting problem, i.e., 
the subset may not be feasible during testing on actual data, which de
grades accuracy. It may also be viable to obtain multiple solutions of the 
feature subset optimization problem. The relevance is determined using 
the Pearson correlation coefficient (η). It computes relevance between 
two features, fi, and fj, defined as 

ηi, j = Cov
(

fi, fj
)/

σfi .σfj (20)  

where Cov() denotes the covariance, andσ is the standard deviation. 
Again, a feature can be defined as either global (fg) or local (fl). Onward, 
the definitions of the fg or fl features are given in the context of four 
fingers. A feature is called global (fg) when it is relevant and valid for all 
four fingers. A feature is defined as local (fl) when it is relevant and valid 
to one or more finger(s), but not for all four fingers. The fingers are 
arranged as ψ = {Index, Middle, Ring, Little}. A fg is defined as a group of 
four featuresfg = { f Index

i , fMiddle
i , fRing

i , fLittle
i }orfg = {Ψi}

four fingers
i=1 (21) 

So, one fg contains four fi, and its accuracy is given as 

Fig. 5. Finger biometric system with the M-FoBa feature selection method.  

Table 6. F 
inger Geometric Feature Definition.  

Definition of computed geometric features  

a) Area: the number of boundary pixels of a finger.  
b) Perimeter: the distance around the finger boundary, calculated as the distance 

between each pair of adjacent contour pixels of a finger. The boundary is 
considered as a one-pixel wide connected contour.  

c) Major-axis length and minor-axis length: the major-axis and minor-axis lengths of an 
ellipse, which is fitted on each finger. These axes lengths are invariant to trans
lation, rotation, and scaling.  

d) Equivalent diameter: the diameter of a circle with the same area: (4 × AREA/π)0.5  

e) Solidity: the ratio of the contour pixels of the finger area and the convex hull.   
f) Distances from the centroid (xc,yc) of the finger to ten equal-distant contour pixels is 

computed as Di = [(xi - xc)2 + (yi - yc)2 ] 0.5 where, Di is the distance from ith pixel (xi, 
yi). The arc-length parameterization method, within [0–1] range, is followed to 
locate the pixels which are equal distance apart.  

g) Widths along the length of a finger at ten equal-distant positions.  

Table 7 
Definition of Feature Relevance Characteristics.  

Independently Conjointly Decision 

0 0 Irrelevant 
0 1 Conditionally Relevant 
1 0 Redundant 
1 1 Relevant  
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∀fg : φ
(
fg
)
→φ

(
{Ψi}

4− fingers
i=1

)
(22)  

where i denotes the same ith attribute for all fingers, otherwise, fl. 
Contrarily, every fl is independent of others. The aim is to find a com
bination of relevant fg and fl to attain good accuracy. 

5.3. Modified Forward-Backward feature selection (M-FoBa) algorithm 

A combination of forwarding selection and backward elimination 
algorithms, namely, Forward-Backward (FoBa), helps to overcome the 
inherent drawbacks associated with each method (Zhang, 2011). First, 
the sequential selection is followed to choose relevant features. Next, 
backward elimination is applied to the ensued subset rendered in for
warding selection. It results in a subset of selected features. Here, FoBa is 
applied to obtain fg and fl feature subsets as F1 and F2, respectively, based 
on which an optimal subset FOpt is obtained. Unlike the rank-based FoBa 
(Bera & Bhattacharjee, 2020), which requires a pre-computation of 
relevance for all fg before selection. Here, to avoid pre-calculation, any fi 
can be considered randomly as the first selected feature f1. Next, every fi 
is tested whether to be included or rejected accordingly concerning 
marginal accuracyε = 0.5%. As a result, the subset S is obtained, which 
would be used as input in the removal phase. 

The same sequence of fi is maintained for elimination, as followed 
during the selection process. However, some different random combi
nations have been tested, which do not provide remarkable results. Al
gorithm-2 is followed to attain FOpt as the simple FoBa may not find an 
optimal subset for FBV (see Table 12). A simple observation is that the 
same fi of a specific finger may not be adequate discriminative compared 
to the same fi of another finger. In rank-based FoBa, a fg may contain 
irrelevant and/or redundant feature(s) in a group of features. Thus, a 
combination of both fg and fl is followed to minimize the subset cardi
nality, which is the novelty of M-FoBa. The feature selection method is 
discussed with details in the next section.  

Algorithm 2: Modified-FoBa (M-FoBa) feature selection 

Input: Feature set: F 
Output: Optimal feature subset: FOpt 
1. formulate a subset with the global features, the same attribute one per finger: F1 ← 

FoBa (F) 
2. formulate a subset using a local feature at a time: F2 ← FoBa (F) 
3. sort out the unique features from F1 and F2 as F3 ← unique (F1, F2) 
4. apply backward elimination on every single feature of F3 for optimal subset 

generation: FOpt ← Backward Elimination (F3) 
5. return FOpt  

6. Experimental results 

The experimental methods are three-fold. Firstly, IHCAPTCHA is solved 
by a human. Next, the PAD is tested, and then, authentication of legit
imate claimants is verified with the FOpt. 

6.1. HandCAPTCHA experiments 

6.1.1. HandCAPTCHA datasets 
Three different sets of input images are used in HCA.  

i) More than 600 background images are accumulated from the 
Internet. The dataset DB includes a variety of high-quality images 
such as flowers, textures, natural scenes, and other forms of 
objects.  

ii) Dataset DG contains 500 subjects with two IG per hand of the BU 
database. Altogether, DG includes 1000 left-hand and 1000 right- 
hand images of 500 persons. These two IG per hand are named as 
genuine because these are acquired using the same HP Scanjet 
scanner. The fundamental characteristics of the IG, such as the 

dimension and background variations, are similar. Thus, the 
intra-class entropies of IG are less and computed next.  

iii) A total of 400 fake hand images are collected from the Internet 
and social sites with significant variations. This dataset contains 
the images (2-D or 3-D) of celebrity, cartoon, dorsal hand, emo
ticons, gloved hand, infrared hand, handprint, colorful design on 
hand, hands of women with different stylish printed design, and 
others. The generic attributes of each IF are dissimilar, hence, 
termed as a fake image. The entropies of IF are more significant, 
and inter-class entropy variations are noteworthy. 

Based on randomly selected ten subjects, the average difference be
tween the entropies (5) of two IG of a person is 0.06. The average pair- 
wise difference between the entropies of ten IF is 1.5. The average pair- 
wise dissimilarity between the conditional entropies (6) of ten IHCAPTCHA 
provided with IG and IF is 0.4. The differences are computed in a cyclic 
order. 

6.1.2. Usability study 
Altogether, 562 individuals (participant students: 532; volunteer 

students: 10; and staff members: 20) have participated in solving 
IHCAPTCHA. The undergraduate (UG) and postgraduate students (PG) of 
various engineering courses and other disciplines (e.g., Science, Finance, 
Arts, etc.) have partaken in the verification. The age ranges of UG stu
dents are 18–22 years, PG students are within 27 years, and staff officials 
(who are graduate or postgraduate) are between 25 and 50 years. 
Among the participants, 377 (67%) are male, and 185 (33%) are female. 
The volunteers have communicated to the respondents who are from 
five different universities and institutions. In a few cases, responses are 
collected directly thorough a laptop from the persons who do not have 
any computer system and are not reachable through any communication 
network during the process. Most of the users have prior experience of 
CAPTCHA solving at different websites. There is no business or payment 
for participation in this study. The ethical concerns and privacy of the 
participants are maintained unbiasedly in our work. 

The objective of this research and what would be the role of partic
ipants are clearly stated. The instructions about how to solve an 
IHCAPTCHA through a simple GUI are provided in a text- (appears after 
login page) as well as verbal- (whenever applicable) mode to the 
partaker before response collection. Before verification, the candidates 
have provided their information (e.g., name, age, city, etc.) for our 
study. The maximum time limit is set to 30 s per answer after few initial 
trials. During this session, one can skip and can solve the next challenge. 
Lastly, overall feedback (e.g., solution cue, remark) about this experi
ence is collected from them. The accuracy (AHC) from the human re
sponses is calculated as  

Human accuracy (AHC) = total number of correct responses / total number of 
responses                                                                                     (23) 

Training phase: Firstly, ten enthusiastic UG (2nd and 3rd -year 
students of Computer Science) volunteers are trained on selecting 
semantically similar two real hands in an IHCAPTCHA, and how to identify 
correct labels according to positions in a 3 × 3 logical grid. Besides, five 
Ph.D. scholars and Professors have provided their responses and sug
gestions for improvements during the training phase. However, their 
responses are not included for accuracy assessment. According to their 
comments received during this period, Algorithm-1 has been improved. 
For example, high-intensity variation between the foreground and 
background should be maintained. In a few challenging cases, horizontal 
or vertical stripes create visualization difficulties because ĪF hands are 
also indistinguishable from ̄IG hands. Thus, the stripes are excluded from 
Algorithm-1. 

The experimental configuration of IHCAPTCHA verification described 
in our earlier work (Bera et al., 2018) has been briefed to maintain its 
consequences in the present experiments. During training, the 
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volunteers are assigned to solve more than fifty IHCAPTCHA, and the ac
curacy is 94%. For testing, 300 unique IHCAPTCHA are generated, and a 
total of 600 responses are collected from the 100 students. The testing 
accuracy is 98.34%. Here, IHCAPTCHA is verified in two phases at different 
periods with two different testing settings. In the first test, the partici
pants have used their laptops. In the second test, a local server in our 
laboratory is used for response collection. Altogether, 550 unique 
IHCAPTCHA are created. The recognizability and perceptual experiences of 
the users to correctly answer IHCAPTCHA are summarized as the cues in 
the last row after Algorithm-1. 

Testing phase 1: A total of 124 persons (students: 104 and staff 
members: 20) have partaken in this test. One hundred students are 
assigned to solve 500 unique IHCAPTCHA. Ten responses from each 
participant are collected by the volunteers that result in 1000 responses. 
The remaining four students are instructed to solve 500 distinct 
IHCAPTCHA individually that counts 2000 answers. Lastly, 400 responses 
are collected from 20 staff members using the remaining 50 unique 
IHCAPTCHA. Thus, the total valid 3400 responses are collected. Few wrong 
answers are obtained due to the complex background and dark images. 
A higher γ-value can abruptly change the brightness and pixel in
tensities. As a result, 55 incorrect answers are obtained. According to the 
three unique categories of participants, the average accuracy is 98.37%. 
The accuracy of each group of users is given in Table 8. 

Testing Phase 2: The volunteers monitor this test, and they 
instructed the candidates verbally before the answer collection. Overall, 
532 candidates have participated, including those 100 students who 
participated in the earlier test. A set of 6 unique IHCAPTCHA is randomly 
assigned to each participant. Thus, a total of 3192 responses are 
collected. However, few users reported that due to high noise, no sim
ilarity between the ĪG could be found. For example, one of the two ĪG 
appears to be clumsy and vague. According to their opinion, 15 re
sponses are discarded to avoid such ambiguity and considered as invalid 
due to preprocessing fault. This error is 0.47%, which has a negligible 
impact on assessment. Lastly, a total of 3177 valid responses are coun
ted, including 41 wrong answers. In this case, the average of two distinct 
types of participants is 98.69%. It implies that γ-correction provides a 
better result than only with α-blending and adjusting luminance main
tains human perception in solving IHCAPTCHA. 

To avoid any bias (if exists) in solutions, valid responses of unique 
groups of users are evaluated and mentioned in the last row of Table 8. 
The groups of participants are not familiar with the IHCAPTCHA solving 
method previously. In this evaluation, we have considered the correct 
solutions of 100 students and 20 staff members from Testing 1, and 432 
participants from Testing 2. These participants are unique and new to 
solve IHCAPTCHA. Note that 2000 responses from 4 students (Testing 1) 
and responses from the same 100 users in Testing 2 are neglected to 
avoid any bias in their responses. The average accuracy is computed 
from 3981 valid answers and is 98.61%. However, considering the ac
curacies of all five sub-evaluations in both testing cases, the average 
accuracy, AHC = 98.496%. Thus, we have considered the minimum of 
these two average is AHC ≈ 98.5%. 

The chances of wrong answers are high when one or two positions 
are blank. Also, the noise can cause an abrupt change in pixel intensities. 
It affects a change of color at palm and boundary. Besides, noise can 
damage and fade real hands while overlaid in IHCAPTCHA. Interestingly, if 

two ĪF look very similar to ĪG, then the response may be wrong. Thus, 
clarity should be maintained and must not be degraded during pre
processing. The visual sensitivity and perception of humans recognize 
the real hands, which are not feasible by an automated script easily (see 
Fig. 4.b). 

6.1.3. Probability estimation of HandCAPTCHA 
The probabilities of random guess-attack are estimated earlier in 

Section 3.2.4. The SHC is set to 460 × 460 pixels, and the dimension of SG 
have been varied from 100 × 100 to 150 × 150 pixels. The minimum 
and maximum probabilities using pS are pmin = 0.004688, and pmax =

0.025304, respectively. It infers that for a given SHC with a specified 
higher dimension, and SG with a lower dimension can render better 
security regarding probability by random guess endeavor to solve 
IHCAPTCHA. The probability will increase if SG increases (Fig. 6). Though 
the dimensions of both ̄IG differ during execution, the probability must 
be within [pmin, pmax] for a real situation. 

In the circular method, the radius (r) has been varied from 20 to 120 
units, and pR has been estimated accordingly. The relation between both 
methods is compared. For example, to achieve a similar probability 
(0.00693) as 110 × 110 pixels, a circle with r = 62 is required. Based on 
a random click, without selecting the real hands, 9 × 8 = 72 different 
combinations are possible. Thus, the probability of random selection 
using a brute-force attack is 1/72 = 0.01388. The average AHC = 98.5% 
reflects satisfactory user acceptability and usability. The security anal
ysis proves that a bot attack is about 1.23% FARHC, which is lesser than 
the permissible limit of 1.5% FAR in (Osadchy et al.,2017). 

6.2. Experiments for hand spoofing attack detection 

Because there is no public hand geometry spoofing database, we 
have created a fake hand dataset based on an electronic screen display 
for anti-spoofing simulation. Few subsets of useful metrics are formu
lated for experiments. 

6.2.1. Fake hand dataset creation 
The left-hand images of randomly chosen 255 subjects of the BU 

database are regarded as the real hand (IG). As the genuine hand dataset 
comprises with the left-hand images, the fake dataset is created 
accordingly with those left-hand images. However, the right hand of the 
participants can also be chosen for both real and fake datasets. The 
characteristics of the BU database are described in (Dutağaci et al., 
2008). Here, the IG of enrolled persons is displayed on a laptop, based on 
which high-quality images are captured as the spoofed (ISP) samples 
using a Canon EOS 700D camera. A uniform image acquisition envi
ronment (e.g., lighting condition, distance from the screen, etc.) is 
maintained to capture an ISP from each of IG. The dataset contains 255 ×
3 real, and equivalent 255 × 3 spoof hand images. 

6.2.2. Experimental results for PAD 
The experiments are regarded as a binary classification to distinguish 

the real images from fake samples using the k-NN and RF classifiers. Two 
IG and equivalent two ISP samples per subject are trained, and the 
remaining one of each IG and ISP is used for testing. Now, altering the test 
image one at a time from the three samples, three different test cases are 

Table 8 
Performance Evaluation of HandCAPTCHA using α = 0.25, γ = 2.5  

Phase IHCAPTCHA Unique participants Responses per user Total valid responses Total correct responses Accuracy (%) 

Training 20 10 10 100 95  95.00 
Testing 1 550 100 10 1000 985  98.50   

20 20 400 393  98.25   
4 500 2000 1967  98.35 

Testing 2 550 100 6 596 588  98.66   
432 6 2581 2548  98.72 

Average 550 100 + 20 + 432 12 3981 3926  98.61  
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formulated and experimented. Say, for each person, IG ={I1
G,I2

G,I3
G}, three 

training sets are {{I1
G, I2

G},{I1
G, I3

G},{I2
G, I3

G}} and the testing sets for each 
training set according to the order are {{I3

G},{I2
G},{I1

G}}, respectively. A 
similar method is followed for the spoofed samples. The average of three 
unique cases is computed. The performance is assessed based on the 
false genuine rate (FGR) and false fake rate (FFR). The FGR denotes the 
number of ISP samples are classified as genuine. The FFR represents the 
number of IG images are classified as fake. The average error rate (AER), 
a.k.a. half total error rate is AER = 0.5×(FGR + FFR). 

During the experiments, the k-NN algorithm is used due to its lower 
time complexity. The RF is a collection of classification trees with higher 
accuracy of prediction (Breiman, 2001). Every tree is grown indepen
dently to predict a decision, and the bagging (bootstrap aggregation) 
technique is used to classify a test vector using the training samples. 
First, every normalized IQm is assessed independently by the classifiers. 
The classification trees are varied up to 1–100, and the average results 
are given in Table 9. The RF renders better results than the k-NN. The 
results reflect the relevance of individual quality. For example, the most 
significant IQm is SSIM. Thus, it is chosen at first. Now, each IQm is 
picked one at a time and tested whether AER is reduced or not. Then, 
merely using the concept of FoBa, few subsets are formulated. For this 
intent, ESSIM is included with SSIM secondly, which reduces AER than 
only with SSIM. This process is repeated for all IQm to formulate an 
optimal subset. A few subsets are specified with AER in Table 10. The 
best subset containing the SSIM, ESSIM, AD, WASH, and NAE renders no 
classification error, mentioned in the last row of Table 10. 

The new metrics (TGD, TEnD, and TFPD) do not provide significant 
performance. These three metrics are tested altogether, and 3.33% AER 
is obtained using RF. However, these three metrics, along with the SSIM, 
and ESSIM, provide at most 0.39% and 0.2% AER using k-NN and RF, 
respectively. The standard four IQm (SSIM, ESSIM, AD, and WASH) 
provide 0.13% AER using both classifiers. The experiment for PAD is 

carried out to discriminate the distributions of selected IQm differences 
between the real and fake samples. Altogether, the IG (255 × 2) and ISP 
(255 × 2) vectors are trained and tested with 255 × 1 vectors of IG and 
ISP. It provides a total of 1020 × 510 = 520200 comparisons. These 
compared differences are considered as the distances between the 
trained (qi), and test (qi) quality vectors. The difference is computed 
regarding a distance threshold (th), defined as 

th =
∑m

i=1

⎛

⎝

̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅
(

qi − qi

)2
√ /

σ(qi)

⎞

⎠ (24)  

where qi represents the ith quality of trained sample q, and qi means the 
ith test metric. The standard deviation (σ) of each metric is calculated 
over trained samples. 

The errors, namely the false reject rate (FRR) and false accept rate 
(FAR) of real and fake samples, are computed regarding the threshold. th 
determines the equal error rate (EER) using the errors during verifica
tion. A dotted line is emphasized to represent (inset of Fig. 7) the 
intersection point as the EER at a specific threshold. The histogram 
distributions of the quality differences of real and fake samples are 
ideated in Fig. 8.(a). The receiver operating characteristic (ROC) curves 
of real and fake samples with the genuine accept rate (GAR) and FAR are 
shown in Fig. 8.(b). 

6.3. Experimental analysis of finger biometrics 

The experiments are conducted on the BU and IITD databases, con
taining 500 and 200 left-hand subjects, respectively. Three left-hand 
images per person of the BU dataset are tested to assess the perfor
mance. Based on the available three images per hand, two images are 
preferred for training, and the remaining one image is used for testing at 
a time as followed for PAD. Three tests are performed by permuting the 
images for training and testing, and the average accuracies (%) are re
ported. The experiments are described, preferably based on the BU 
database as its population is more extensive than IITD. The latter 
database, IITD (200 subjects), has been tested with the five left-hand 
images from each subject. Three images per subject are used for 
training, and the remaining two are selected for testing. Three unique 
test cases are executed (as mentioned in Section. 6.2.2) with different 

Fig. 6. Probability estimation of solving IHCAPTCHA using different IG dimensions by random guess-attacks. (a) IG area: square. (b) IG area: circle.  

Table 9 
Anti-Spoofing Error of Each Image Quality Metric  

Quality 
Metric 

k-NN 
Classifier (%)   

RF Classifier 
(%)   

FGR FFR AER FGR FFR AER 
a) MSE 31.63 32.81 32.22 21.56 29.67 25.62 
b) PSNR 31.63 32.81 32.22 22.35 29.80 26.07 
c) AD 5.75 5.62 5.69 4.18 4.31 4.25 
d) NAE 44.44 44.96 44.70 33.20 41.17 37.19 
e) SC 33.46 36.6 35.03 24.31 32.94 28.63 
f) NCC 33.59 33.33 33.46 22.74 30.33 26.53 
g) SSIM 0.91 1.17 1.04 0.52 0.98 0.75 
h) TCD 44.83 56.08 50.46 53.07 32.71 42.89 
i) TED 36.99 37.25 37.12 25.88 33.20 29.54 
j) ESSIM 1.83 2.09 1.96 1.43 1.30 1.37 
k) WASH 8.89 9.41 9.15 6.40 7.58 6.99 
l) TGD 12.55 13.33 12.94 8.89 10.85 9.87 
m) TEnD 45.62 44.44 45.03 31.30 42.61 36.96 
n) TFPD 32.15 33.33 32.74 23.14 31.24 27.19  

Table 10 
Different Subsets of Five Relevant Quality Features with Errors  

Feature subset formulation k-NN (%) RF (%) 

FGR FFR AER FGR FFR AER 

SSIM, ESSIM, TGD, TEnD, TFPD 0.39 0.39 0.39 0.26 0.13 0.20 
SSIM, ESSIM, AD, WASH, NCC 0.13 0 0.07 0.13 0.13 0.13 
SSIM, ESSIM, AD, WASH, MSE 0 0 0 0.26 0.13 0.20 
SSIM, ESSIM, AD, WASH, PSNR 0 0 0 0.13 0.13 0.13 
SSIM, ESSIM, AD, WASH, NAE 0 0 0 0 0 0  
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combinations of training and testing samples, and the average results are 
reported. 

6.3.1. Feature selection error during training 
Feature selection is performed in the training phase using the tem

plates of 100 and 200 subjects, which are chosen randomly from the 
total population of BU. A k-NN classifier evaluates the accuracies. In F1, 
twelve features per finger, i.e., a total of 12 features × 4 fingers = 48 
features, are selected. Subset F2 contains 46 selected features. The 
unique features are found out from F1 and F2, and duplicate features are 
neglected. It results in subset F3, which contains those 68 distinct fea
tures. Finally, removal from F3 selects only 35 features in FOpt (see Fig. 9. 
a). Feature overfitting can be handled using a validation test. The M- 
FoBa is validated by the ten-fold cross-validation error (ECV) using the 
Pearson correlation, and out-of-bag error (EOOB) estimated by the 
ensemble of classification trees (Breiman, 2001). It computes an average 
EOOB on the correct estimated prediction used for training. Generally, 
90% of trained vectors are randomly chosen, and remnant 10% vectors 
are used for validation. The average ECV and EOOB are reported in 

Table 11. The classification trees are varied from 100 to 200. The EOOB 
decrease while the numbers of the classification tree are more for a fixed 
number of subjects. 

6.3.2. Identification 
The subsets (F1, F2, F3, and FOpt) during the FS process are evaluated 

over 500 subjects. The accuracies (Table 12) reflect the suitability of the 
M-FoBa algorithm. The feature subset formulation is ideated in Fig. 9.a. 
The precision of each feature of FOpt is tested singly to assess the accu
racy, shown in Fig. 9.b. 

The training and testing cases are evaluated and pictorially ideated 
in Fig. 10. The accuracies of all unique features in |F3|=68 are assessed 
with the training and testing cases. It is observed that the accuracy of F3 
degrades while tested with the remnant features, which are included 
after the last feature (35th) of FOpt (see Fig. 10.a). Those 33 unnecessary 
features are excluded from FOpt using backward elimination. The vari
ations between the accuracies of training and testing datasets are shown 
to justify the formulation of FOpt in Fig. 10.b. 

Next, the subjects are divided randomly into different populations 

Fig. 7. Error estimation regarding the threshold during verification. A zoomed image in the inset implies the thresholds for EERs. For real samples,EER = 0.13 at th 
= 5.45, and for fake samples, EER = 0.14 at th = 5.53. 

Fig. 8. (a). Verification score distribution of the real (blue) and fake (red) hands for IQm. (b) The ROC curves are presented using the GAR and FAR.  

Fig. 9. (a) Feature subset formulation (Algorithm-2). (b) Performance evaluation of FOpt by calculating the accuracy (k-NN) of each feature independently.  
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with an increment of 100 subjects per group. In this strategy, several 
subpopulations are obtained by altering the subjects for each group 
formation. The average accuracies (%) of identification using the k-NN 
and RF classifiers are given in Table 13. 

The permutation importance (P ) rendered by classification trees is 
suitable for determining the feature relevance (Gregorutti et al., 2017). 
Here, the learning set L N={(F1,C1), (F2,C2),…,(FN,CN)} denotes the 
feature vector Fi with the associated class label Ci, where Fi={fi,1, fi,2,..,fi, 
h}, and h is the number of features. P computes the accuracy of each Fi 
to predict the class Ci correctly. The predication rule, i.e., the classifi
cation scheme is denoted as φ, and the prediction error regarding the 
expectation (E) is computed as P e = E[(φ(F) − C)]2. In this method, a Fi 
can be considered relevant for predicting the class if breaking the as
sociation between the Fi and Ci increases the error P e. For this intent, 
OOB observations are randomly permuted for each Fi. Now, the 
permuted feature, along with remaining non-permuted features, is 
employed to predict the response for OOB observations. The difference 
in prediction accuracy before and after permuting the Fi is averaged over 
all trees, regarded as a metric for variable importance. The main steps 
are as follows. 

a) Compute the accuracy φ of the OOB using a tree t. 
b) Permute the feature in the OOB observations. 
c) Compute the OOB accuracy of t with the feature after permutation 

once again. 
d) Calculate the difference of the predictions between the original 

(step-b) and recomputed (step-c) OOB accuracy. 
e) Repeat the above steps (a-d) for each t and compute the average 

difference over all the trees as the P score. 
Usually, the P of a Fi is the score computed as the mean importance 

over all the classification trees (nT), defined as 

P (Fi) =

∑nT
j=1P

(
Fj

i
)

|nT|
=

∑nT
j=1(φ(Fi) − Ci)

2

|nT|
(25) 

Let, Bt is the OOB sample for a tree t, where t ∈= {1, ⋯, nT}. The 
importance of a Fi in tree t is defined as 

P
(
Fj

i
)
=

∑
k∈Bt

φ
(

ck = ck
j
)

|nT|
−

∑
k∈Bt

φ
(

ck = ck,πi
j
)

|nT|
(26)  

wherecj
k is the predicted class for the kth observation before permuta

tion, and cj
k,π i is the predicted class for the kth observation after per

mutation of Fi with fk,πj =
{

fk,1,⋯, fk,i− 1, fπi(k),i, fk,i+1, .., fk,h
}

The 

prediction error is computed as 

P e(Fi) = E[(φ(F) − C ) ]
2
− E[(φ(Fi) − Ci)]

2 (27) 

The OOB importance of every feature is estimated, shown in Fig. 11. 
This is a different method compared to as plotted in Fig. 9.b, where 
simply a k-NN classifier estimates the significance at feature-level. This 
method also implies the aptness of the M-FoBa algorithm for relevant 
feature selection regarding P . Next, a subject is chosen randomly from 
the entire population, and the characteristics of related feature vectors 
are presented in Fig. 12. The mean values of normalized features are 
obtained during training with the entire population, two training sample 
vectors and one test vector of the chosen subject are plotted to find 
proximities among the vectors at the feature-level. 

6.3.3. Verification 
The verification accuracy is estimated regarding the EER. A query 

feature set is matched with the stored templates based on a distance 
threshold (th). The distances between a claimant and registered feature 
vectors are computed. If the matching similarities exist within th, then 
the person is accepted as a genuine; otherwise, repudiated as an 
imposter. th is defined as 

the,g =
∑35

i=1

(
abs

(
fe,i − bg,i

)/
σ( fi)

)
(28)  

where fe, i represents the ith feature of the registered user having serial 
number e and bg,i mean the ith test feature of a claimant g. The standard 
deviation (σ) of the ith feature is calculated over the training dataset. The 
variations of error rates in the ROC curves (Fig. 13) between both da
tabases concerning 200 subjects are noteworthy. The EERs for various 
subpopulations (as formulated during the identification) are mentioned 
in the last row of Table 13. 

In the next test, verification is performed with a set of disjoint sub
jects. Some imposter (a.k.a. zero-effort imposter) vectors entirely 

Fig. 10. (a) Feature-level assessment on F3 for subset selection (Algorithm-2). (b) Identification performance evaluation of FOpt using the k-NN and RF.  

Table 13 
Performance Evaluation based on FOpt of various populations.  

Database BU IITD 

Subjects 100 200 300 400 500 100 200 

k-NN 100 100 99  98.7 98 100  99.5 
RF 100 100 99  98.5 96.8 100  98.5 
EER 3.4 4 4.6  5.3 6.5 5.1  5.18  

Table 11 
Ten-fold CV-errors and OOB-errors During Training (BU)  

Subjects 10-fold CV errors (k-NN) OOB errors (RF) 

100  0.0167  0.033 
200  0.025  0.065  

Table 12 
Performance Evaluation Using 500 Subjects of the BU  

Feature subset |F1|=48 |F2|=46 |F3|=68 |FOpt|=35 

k-NN (%)  96.4  96.4  95.6 98  

A. Bera et al.                                                                                                                                                                                                                                    



Expert Systems With Applications 171 (2021) 114583

15

unknown to the system during this experiment are introduced with the 
valid subjects. The accuracies for correct verification are given with 
related comparisons in Table 14. Now, when a new user is enrolled, his/ 
her feature template is stored as genuine, and matching is performed 
accordingly. In this case, no further training or feature selection is 
required. Also, it is worth noting that we have selected the feature subset 
using the samples of the BU dataset, and the same unique features are 
computed for experiments on the IITD dataset. It implies that no addi
tional training is essential for a new user enrolment or images acquired 
with a different camera (i.e., dataset variation). However, for a 

Fig. 11. Estimation of the OOB-permutation importance using an ensemble. The significance of each feature implies an increase of prediction error if the values of 
the feature are permuted over the OOB observations. This score is calculated for each tree t, and the average value is computed regarding the total ensemble, and 
lastly, divided by the standard deviation over the whole ensemble. A more significant feature is determined with more substantial value. 

Fig. 12. Proximity approximation with the trained and testing feature vectors of a randomly chosen from 500 subjects of the BU.  

Fig. 13. ROC curves. (a) FAR vs. GAR is presented on the logarithmic scale for X-axis. (b) FRR vs. FAR for estimating EER using a diagonal line.  

Table 14 
Verification (EER) Performance of Disjoint Subjects.  

Genuine subjects 300 300 400 

Genuine comparison 300 × 2 300 × 2 400 × 2 
Imposter subjects 200 100 100 
Imposter test set 299 + 600 299 + 300 399 + 300 
Imposter comparison 600 × 899 600 × 599 800 × 699 
Total comparison 600 × 900 600 × 600 800 × 700 
Equal Error Rate 6.3% 6.1% 6.2%  
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significant modification in the database regarding security, it is essential 
to update the feature encryption technique (Uludag & Jain, 2004). In 
this test, the EERs of various cases are more than 6%, comparable to the 
EERs mentioned earlier in Table 13. In addition to the aforesaid exper
iments, other test-cases with 500 subjects (BU) using the k-NN are 
observed as follows: 

a) Including all the computed (26 features × 4 fingers) 104 features, 
i.e., without feature selection, the accuracy is 87.2%. 

b) The accuracy without feature normalization is 93.2%. 
c) During elimination, in an intermediate step, the accuracy with 44 

features is 97.6%, which retains the same up to 39 
features. Those five features are considered as redundant features. 

6.3.4. Computation time 
All the experiments are performed using a system with the Core i3 

Processor (2.13 GHz) and 3 GB RAM and coded in MATLAB 2012a. With 
this system, based on some unique IHCAPTCHA, the average computation 
time is 7.67 s. To solve IHCAPTCHA correctly by identifying two real hands, 
the average time required is about 2 s. The average time for IQm per 
image, including the quality feature extraction of five selected metrics (i. 
e., the best subset for PAD), and classification is 0.3 s. The average time 
required for the preprocessing stage and extraction of selected features 
for FBV has been estimated as 5.1 s. An average of 0.02 s per 100 subjects 
is required to identify a subject. The overall time (<16 s) of the proposed 
work is improved. 

6.3.5. Attacks on hand biometrics 
Although anti-spoofing is a useful technique for securing a biometric 

system, there exists vulnerability on any biometric system. Inspired with 
the “quality-difference” hypothesis by Galbally et al. (2014), we present 
a fast and straightforward anti-spoofing method on hand biometric by 
assessing software-based general IQm. Like their approach, our system 
requires only a sample biometric image to detect whether it is real or 
fake. The PAD module can be easily integrated with the feature extractor 
for spoofing detection. Researchers have already addressed different 
techniques to tackle this issue. 

As a solution, multibiometrics can be a safety measure against attack 
on a biometric system as the matching scores are obtained from different 
matching module to make a decision which can reduce the possibility of 
attack (Uludag & Jain, 2004). Another solution is to limit the number of 
matching attempts to restrict multiple false matches within a given 
period. Herein, we limit a time limit (e.g., the 30 s) to start a new 
verification session assuming an intruder attempt to access the system as 
our system requires 16 s for a successful attempt for verification. 
Another attack can be simulated from the leakage of actual biometric 
data, which must be secured by an encryption technique. Alternatively, 
distorted biometric data or feature templates can be a protective mea
sure. If a particular distorted representation of the data template is 
compromised, a new distortion technique can secure and transform the 
database. Also, integrating biometric matching and cryptographic 
techniques to protect the biometric template is another solution (Uludag 
et al., 2004). However, our proposed approach is not posed to handle 
such a challenge like actual data leakage, which has already been 
addressed by the researchers. Instead, in another direction, we tackle 
automated attacks on a biometric system by leveraging the benefits of 
CAPTCHA. Thus, protecting the actual biometric data in this proposed 
system is a significant limitation and is another future direction of 
research. 

6.3.5.1. Performance comparison. A quantitative comparison of the 
performances of the existing IRC is presented in Table 15. The proba
bility evaluation for an arbitrary guessing attack in faceCAPTCHA 
(Goswami et al., 2012) to localize the genuine faces with 100 × 100 
pixels is IHCAPTCHA a random guessing attack using HCA 0.4688%, 
and the best accuracy of solving by a person is 98.72%, and an average is 

98.5%. Likewise, the probability of guessing attack using face- 
DCAPTCHA (Goswami et al., 2014) by considering two real faces with 
a dimension of 400 × 300 pixels and tolerance size of 80 × 80 pixels is 
0.6%. The probability of the present method using similar experimental 
constraints is 0.19%. So, the HCA is less vulnerable, with 1.23% FARHC. 
Notably, γ-correction improves accuracy than only that of α-blending, 
compared to (Bera et al., 2018). Though the probability is less likely in 
(Conti et al., 2015), yet, its accuracy and time are not satisfactory. The 
qualitative advantages of HCA over other IRC methods from the designer 
aspects can be stated as high randomization of design parameters, less 
computation time, and less probability of attacks. The chances of human 
failure in solving IHCAPTCHA depend on the trade-off between blending 
and illumination correction parameters. The advantages from a user 
perspective are attributed with quick response time, independent of 
native language, qualification, age, and ethnicity. These are sustained to 
maximize H(Q). 

The quantitative comparison of the existing hand biometric systems 
on the BU and IITD datasets are provided in the top-row and bottom-row 
of Table 16, respectively. The computational complexities and feature 
spaces in those works are comparatively high due to shape descriptors 
such as the ICA and SIFT. The proposed method has achieved better EER 
than the listed state-of-the-art approaches on both databases in Table 16, 
except (Baena et al., 2013), which was tested on a smaller population 
with 137 subjects IITD database. The authors have employed the genetic 
algorithm with hundreds of executions for feature selection, which is 
computationally expensive for online-based verification regarding 
computation time. Most of the existing works have targeted to achieve 
high accuracy, and the computation times have not been reported in 
their works. It is clear from Table 16 that our approach has achieved the 

Table 15 
Performance Comparison with Other Works on IRC.  

Refs. IRC Accuracy 
(%) 

Probability 
(%) 

Time (s) 

Torky et al. 
(2016) 

Necklace 
CAPTCHA 

97.26 22.56 24 

Conti et al., 
2015 

CAPTCHaStar 90.2 0.09 ≈27  

Goswami 
et al., 2012 

faceCAPTCHA 98 0.688 unspecified 

Bursztein 
et al., 2010 

Authorize image 
turker 

98 unspecified 9.8 

Bera et al., 
2018 

HandCAPTCHA 98.34 0.4688 unspecified 

Proposed HandCAPTCHA 98.55 0.4688 9.67  

Table 16 
Performance Comparison with Other Works on Hand Biometrics.  

Ref. Approach Subj. Accuracy 
(%) 

EER (%) 

Yörük, et al., 
2006 

ICA, higher feature 
space, computationally 
complex 

458 97.81 GAR: 98.21 

El-Sallam et al., 
2011 

ICA, higher feature 
space, score-level 
fusion is costly 

500 97.8 GAR: 98.5 

Bera & 
Bhattacharjee, 
2020 

Geometric, Non- 
optimal subset 
selection 

500 95 6.6 

Proposed geometric, optimal 
subset 

500 98 6.5 

Baena et al., 
2013 

Geometric and shape 
descriptors left 

137 98.5 4.51 

Charfi et al., 
2014 

SIFT, computationally 
complex and costly 

235 94 5.86 

Afifi, 2019 Deep learning features 
+ Local Binary Pattern 

230 94.8 unspecified 

Proposed geometric, optimal 
subset 

200 99.5 5.18  
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highest accuracies (98% on BU and 99.5% on IITD) than the state-of-the- 
art methods. Also, the subset FOpt formulated by M-FoBa provides 
improved accuracies that are competitive over the methods above. 
Subset cardinality optimization using the M-FoBa algorithm is also 
remarkable. Lastly, it can be stated that there exists no comparable 
method for finger biometric anti-spoofing, regardless of the image 
quality assessment methods in the existing literature. 

In summary, the probabilities of IHCAPTCHA and FBV are 0.985 
(average) and 0.98 (Table 6: k-NN, 500 subjects, BU), respectively. Note 
that the probability of PAD is one (AER = 0, Table 10). The total 
probability of solving IHCAPTCHA by the human users and biometric 
authentication with anti-spoofing over the BU dataset is 0.985 × 1 ×
0.98 = 0.9653. Hence, the consolidated accuracy of the proposed veri
fication system is 96.53%. 

7. Conclusion 

An anti-spoofed finger biometric system in conjunction with 
CAPTCHA verification is presented in this article. The overall system is 
probabilistically an optimistic solution to offer enhanced security. The 
HCA is competitive over traditional IRC and advantageous to prevent 
different malicious attacks. Intuitive advantages of HCA bolster the se
curity and reliability of the FBV. The scalability of HCA implies its 
applicability to be deployed in the online applications (e.g., social 
networking) and handheld devices like a smartphone. The IHCAPTCHA 
solutions from more individuals can be collected in the future. 

Additionally, an intelligent algorithm may be devised to assess the 
performance against the conniving users and different adversarial bots. 
The FBV module can be tested with other salient features extracted from 
more population to enhance its robustness in a secure environment. The 
feature selection algorithm can be improved. The liveness detection 
using the thermal hand images can be validated for anti-spoofing. In this 
context, a spoofing database for hand geometry should be created for 
further research. The FBV of our proposal can be developed with thermal 
hand images to achieve improved security. This dual-fold verification 
scheme imparts the security level compared to any single mode reliant 
on either CAPTCHA or biometrics. It can be devised using any other 
forms of IRC with other biometric traits (s). However, database security 
is an important and challenging open issue which should be protected 
from different attacks. It can be deployed in various commercial appli
cations that require acceptable computation time and FAR of automated 
attacks. 
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